VANLUE STUDENT TECHNOLOGY AND NETWORK ACCEPTABLE USE POLICY

Advances in telecommunications and other related technologies have fundamentally altered the ways in
which information is accessed, communicated, and transferred in society. Such changes are driving the
need for educators to adapt their means and methods of instruction, and the way they approach
student learning, to harness and utilize the vast, diverse, and unique resources available on the Internet.
The Board of Education is pleased to provide Internet services to its students. The District’s Internet
system has a limited educational purpose. The District’s Internet system has not been established as a
public access service or a public forum. The Board has the right to place restrictions on its use to assure
that use of the District’s Internet system is in accord with its limited educational purpose. Student use
of the District’s computers, network and Internet services (“Network”) will be governed by this policy
and the related administrative guidelines, and the Student Code of Conduct. The due process rights of
all users will be respected in the event there is a suspicion of inappropriate use of the Network. Users
have no right or expectation to privacy when using the Network (including, but not limited to, privacy in
the content of their personal files, e-mails, and records of their online activity while on the Network).

The Board encourages students to utilize the Internet in order to promote educational excellence in our
schools by providing them with the opportunity to develop the resource sharing, innovation, and
communication skills and tools that are essential to both life and work. The instructional use of the
Internet will be guided by the Board's policy on instructional materials.

The Internet is a global information and communication network that provides an incredible opportunity
to bring previously unimaginable education and information resources to our students. The Internet
connects computers and users in the District with computers and users worldwide. Through the
Internet, students and staff can access up-to-date, highly relevant information that will enhance their
learning and the education process. Further, the Internet provides students and staff with the
opportunity to communicate with other people from throughout the world. Access to such an
incredible quantity of information and resources brings with it, however, certain unique challenges and
responsibilities.

First, and foremost, the Board may not be able to technologically limit access, through the Board's
Internet connection, to only those services and resources that have been authorized for the purpose of
instruction, study and research related to the curriculum. Unlike in the past when educators and
community members had the opportunity to review and screen materials to assess their
appropriateness for supporting and enriching the curriculum according to adopted guidelines and
reasonable selection criteria (taking into account the varied instructional needs, learning styles, abilities,
and developmental levels of the students who would be exposed to them), access to the Internet,
because it serves as a gateway to any publicly available file server in the world, will open classrooms and
students to electronic information resources that have not been screened by educators for use by
students of various ages.

Pursuant to Federal law, the Board has implemented technology protection measures, which protect
against (e.g. filter or block) access to visual displays/depictions/materials that are obscene, constitute
child pornography, and/or are harmful to minors, as defined by the Children’s Internet Protection Act.
At the discretion of the Board or the Superintendent, the technology protection measures may be
configured to protect against access to other material considered inappropriate for students to access.
The Board also utilizes software and/or hardware to monitor online activity of students to restrict access



to child pornography and other material that is obscene, objectionable, inappropriate and/or harmful to
minors. The technology protection measures may not be disabled at any time that students may be
using the Network, if such disabling will cease to protect against access to materials that are prohibited
under the Children’s Internet Protection Act. Any student who attempts to disable the technology
protection measures will be subject to discipline.

The Superintendent or Technology Coordinator may temporarily or permanently unblock access to sites
containing appropriate material, if access to such sites has been inappropriately blocked by the
technology protection measures. The determination of whether material is appropriate or
inappropriate shall be based on the content of the material and the intended use of the material, not on
the protection actions of the technology protection measures.

Parents are advised that a determined user may be able to gain access to services and/or resources on
the Internet that the Board has not authorized for educational purposes. In fact, it is impossible to
guarantee students will not gain access through the Internet to information and communications that
they and/or their parents may find inappropriate, offensive, objectionable or controversial. Parents
assume risks by consenting to allow their child to participate in the use of the Internet. Parents of
minors are responsible for setting and conveying the standards that their children should follow when
using the Internet. The Board supports and respects each family's right to decide whether to apply for
independent student access to the Internet.

The Superintendent shall prepare guidelines that address students' safety and security while using e-
mail, chat rooms, instant messaging and other forms of direct electronic communications, and prohibit
disclosure of personal identification information of minors and unauthorized access (e.g., "hacking") and
other unlawful activities by minors online.

Building principals are responsible for providing training so that Internet users under their supervision
are knowledgeable about this policy and its accompanying guidelines. The Board expects that staff
members will provide guidance and instruction to students in the appropriate use of the Internet. Such
training shall include, but not be limited to, education concerning appropriate online behavior, including
interacting with other individuals on social networking websites and in chat rooms and cyber bullying
awareness and response. All Internet users (and their parents if they are minors) are required to sign a
written agreement to abide by the terms and conditions of this policy and its accompanying guidelines.

Students and staff members are responsible for good behavior on the Board's computers/network and
the Internet just as they are in classrooms, school hallways, and other school premises and school
sponsored events. Communications on the Internet are often public in nature. General school rules for
behavior and communication apply. The Board does not sanction any use of the Internet that is not
authorized by or conducted strictly in compliance with this policy and its accompanying guidelines.
Users who disregard this policy and its accompanying guidelines may have their use privileges
suspended or revoked, and disciplinary action taken against them. Users granted access to the Internet
through the Board's computers assume personal responsibility and liability, both civil and criminal, for
uses of the Internet not authorized by this Board policy and its accompanying guidelines.

The Board designates the Superintendent and Technology Coordinator as the administrators responsible
for initiating, implementing, and enforcing this policy and its accompanying guidelines as they apply to
students’ use of the Network.
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Use of the Internet and other network resources is a privilege, not a right. Vanlue Local School’s Internet
connection is provided for educational purposes only. Unauthorized and inappropriate use will result in
cancellation of this privilege.

Computer and Network use at Vanlue School is encouraged and made available to students for
educational purposes. The school retains the ownership of all hardware, software, and data. The school
also reserves the right to inspect, copy, and/or delete any files and records created or stored on school
owned computers.

The User consents to the terms of this Policy whenever he or she accesses the network. Users of the
network are bound to the terms of this Policy regardless of whether or not a copy was received and/or
signed for by the User.

Users must report any misuse of the network to the Technology Coordinator. “Misuse” means any
apparent violation of this Policy or other use which has the intent or effect of harming another person or
another person’s property.

Students must observe the following guidelines. Failure to do so will result in penalties as determined
by the Teaching Staff the Technology Coordinator, and/or Administrators.

1. Students will use the equipment with respect to the proper care and function of the
equipment. Any student found to be intentionally damaging any technology or media
equipment (hardware or software) may be responsible for replacing the original cost of the
equipment.

2. Files stored on school computers are restricted to school related assignments only.
Students may not store executable programs on any school computers if they are not
approved by the Technology Coordinator before-hand.

3. The use of Technology should be for educational purposes only. There will be no access to
home email accounts, games, or surfing, except for research purposes.

4. Students shall not transmit threatening, obscene, harassing, defamatory, lewd, vulgar,
profane, sexually explicit, or otherwise unacceptable materials or language.

5. Students shall not install, damage, or alter any hardware or software, or knowingly
introduce a computer virus to any school system device.

6. Network password security is the responsibility of the student. Students shall not use or
alter another person’s password, files or directories. Students shall not copy, alter, or
delete any files that they themselves have not created.

7. Flash drive use is permitted, but the flash drive may not contain any files that are not school
related. If it does, the flash drive may be confiscated.

8. Use of all telecommunications is restricted to school related projects and must be
supervised by school personnel.



9. No student shall attempt to, or establish computer contact into a school district restricted
network, or any other unauthorized files or records.

10. Excessive use of bandwidth is prohibited. No streaming of video or audio is permitted
without prior approval of the Technology Coordinator.

11. All student files must be saved to the student’s V drive, a removable drive (i.e. flash drive),
their Google Apps account, or emailed to their address. Failure to do so will result in total
loss of all data, and any saved work.

12. Student email access will only be used for communication and collaboration on projects and
activities that are in direct correlation with school. No personal usage.

Penalties: The Teacher and/or Technology Coordinator will determine the penalty to be applied.
Building administrators may be involved.

The consequences of not following this agreement are contingent on the extent of the breach of the
acceptable use policy and a much stricter penalty may be incurred, as well as criminal charges could be
filed.

Students receiving the loss of privileges penalty may have their passwords changed and have their user
account disabled for the duration of the penalty.

Teachers may request reinstatement of lost privileges for a student for the purpose of completion of
required assignments. A student under this provision must be supervised at all times.

Notification to parents/guardians will be sent at any penalty level.




